Practical No 1

DNS Enumeration:

DNS name server and mail server enumeration with dnsenum tool
Syntax: dnsenum <domain name>

Ex: dnsenum example.com

DNS sub-domain enumeration with dnsdict6

Syntax: atk6-dnsdict6 —d46 <domain name>

Ex: atk6-dnsdict6 —d46 example.com

DNS VOIP phone enumeration with dnsrecon

Syntax: dnsrecon —t srv —d <domain name>

Ex: dnsrecon —t srv —d example.com

Practical No 2:

Web site technical information gathering using whatweb tool

This tool will give you information about the target ip, web server fingerprint, server location, back-end
app engine along with version number, and any other technical information like google analytics id etc.

Syntax: whatweb —v <domain name>

Ex: whatweb —v example.com

Practical No 3:

Web site technical information gathering using OWASP mantra browser

Please go to http://www.getmantra.com and download the suitable version of OWASP mantra for your
pc and install it as soon as it completes.

OWASP mantra is a hacker friendly browser which includes all hacking plugins inbuilt in the browser
itself so no need to install them separately.

In this browser whatever website you are trying to open OWASP mantra will automatically get the
website information for you.

Practical No 4:
Google Dorks:
intitle

Specifying intitle, will tell google to show only those pages that have the term in their html title. For
example intitle:"login page" will show those pages which have the term "login page" in the title text.
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allintitle

Similar to intitle, but looks for all the specified terms in the title.

inurl

Searches for the specified term in the url. For example inurl:"login.php".
allinurl

Same as inurl, but searches for all terms in the url.

filetype

Searches for specific file types. filetype:pdf will looks for pdf files in websites. Similarly filetype:txt looks
for files with extension .txt

ext

Similar to filetype. ext:pdf finds pdf extension files.

intext

Searches the content of the page. Somewhat like a plain google search. For example intext:"index of /".
allintext

Similar to intext, but searches for all terms to be present in the text.

site

Limits the search to a specific site only. site:nullbyte.com

So you can mix them up to find out cameras like this
Inurl:/view/index.shtml

One of the link was opened below and you can see an airport view with planes in it.
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AXISa AXIS P1355 Network Camera Live View | Setup | Help

View size Source Snapshot

rrrr i)

( Home ]

([__Cerl panel

We will get even more, but | thought for example one is enough.

If you want more camera google dorks you can follow the below link

http://members.upc.nl/a.horlings/doc-google.html

If you want to find out google dorks other than cameras you can follow this link http://www.exploit-

db.com

There you can find out google dorks for different categories like files containing usernames, files

containing passwords like that.
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Practical No: 5

You can visit the website searchdns.netcraft.com for gathering information like the hosting history, and
site technologies, OS they run on their webservers and the webserver versions etc.

Step 1: open searchdns.netcraft.com website.

o
*®

[ Netcraft - Search Web by X _

€« € | [4 searchdns.netcraft.com

_HETCRAFT

Netcraft Services Search Web by Domain

Nelcraft News

e | Explore 1,516,940 web sites visited by users of the Nelcraft Toolbar 8th March 2016
Anti-Phishing Toolbar

Phishing Site Feed Search: search tips
Hosting Phishing Alerts site contains v lookupl
Fraud Detection example: site contains .netcraft.com

Fhishing Site

Countermeasures COPYRIGHT ® NETCRAFT LTD 2016. ALL RIGHTS RESERVED.
Audited by Netcraft

Open Redirect Detection

Web Application Security

Testing

Web Application Security

Course

Internet Data Mining
Million Busiest Websites
Hosting Provider Switching
Analysis
Hosting Provider Server
Count
Hosting Reseller Survey
SSL Survey

Internet Exploration
Whats that site running? v
5:05 PM

6

Step 2: enter your domain in search bar and hit lookup button. So you will get result like shown in the
below image.
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[l Neteraft - Search Web by X - X

€« C' | [ searchdns.netcraft.com/? =
Netcraft Services Search Web by Domain
Neteraft News
EBiching & Secunty. Explore 1,516,940 web sites visited by users of the Nelcraft Toolbar 8ih March 2016
Anfi-Phishing Toolbar
Phishing Site Feed Baaechl smarch He
Hosting Phishing Alerts site contains v | |wipro.com lookup!
Fraud Detection example: site contains .netcaft.com
Phishing Site
Countermeasures
Audited by Netcraft ?
5 ) Results for wipro.com
Open Redirect Detection
Web Application Security Found 17 sites
Testing
Web Application Security Site Site Report First seen Netblock 0s
Cothen 1. mywipro.uipro.com =] janusry 2010 viprs tachrologies unknovin
Internet Data Mining 2. careers.uipra.com =] march 2002 microsoft corp windows server 2006
Million Busiest Websites 3. wwwvipro.com =) decamber 1995 wipro techn unknovin
vider Sw
HoginG Rigvider Swicang 4. gateway.wipr = january 2012 wipro tec 75 big-ip
Analysis
Hosting Provider Server 5. helpline.uiprs.com =] wiprs tachn unknouin
Count 6 knowledge.uipr =] ber 2
Hosting Reseller Survey 7 S g 2013
5L Sirvey 8 =] march 2000 unknown
Internet Exploration 5. webmsil.uipra.ca =] unknown
Wnats that site running? 10, north-westwipr g march 2011 unknovin
SARIAnNS 11, newitms.wipro. =] microsoft unknovin
Sites on the Move
12, ibms.uipra.com =] viprs tachnologies unknovin
Performace 13.  sarvicecannecEwipro.com =] viipro tachnologies urknoun
Hosting Prospects 6, LG " @ e -

You can get instant results like OS, netblock and firstseen details of the respective domain names.

If youwant more details apart from them click on the site report page icon to get them. Shown in the
below image.
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[l Site report for www

€« C' | [ toolbar.netcraft.com/

nttp://www.wipr

e World Ciass,
M RAFT DATAPIPE High Performance Network
g
Site report for www.wipro.com

Lookup another URL: shae: QODDOS

o

Search

Netcraft Extension

=l Background

Home

Download Now!

Reporta Phish Site title Not Present Date first seen  December 1995

Site Report Site rank 22941 Primary Not Present

Top Reporters language

Incentives for reparters Description Not Present

PhishiestT) Ds Keywords Not Present

Phishiest Countries

Phishiest Hosters = Network

Phishiest Cerlificate Authorifies

R Melp Site http:/; Netblock Owner \Wipro Technologies

Takedown Map

Most Popular Websites Domain wipro.com Nameserver nsl.webindia.com DATAPIPE

EBranded Extensions 1P address 74.205.59.143 DNS admin vebindia.com

Tell a Friend 1Pv6 address Not Present Reverse DNS o

Domain networksolutions.com Nameserver whais.networksclutions.com i

Phishing & Fraud registrar organisation

Phishing Site Feed Organisation Wipro Ltd., Doddakannelli, Bangalore, 560035, IN Hosting unknown

Hosting Phishing Alerts campany

SSL CA Phishing Aleris Top Level Commercial entities (.com) DNS Security unknown

Protection for TLDs against Domain Extensions f-“ %

Fhishing and halware Hosting country &0 I e g

[l Site report for wwwawipre X — *
L C | [} toolbar.netcraft.com/ report?url=http://www.wipro, %P =
PTISITIY T WE T aTe FOSUIY COUTIry el 11 T
Deceptive Domain Score
Bank Fraud Detection = Hosting History
Phishing Site Countermeasures
Netblock owner IP address 0s Web server  Last seen
Extension Support Refrash
e Wipro Technologies Wipro Limited, SIP 1, E Block, Doddakanneli, Sarjapur Road 74.205.59.143  unknown Apache 7-Mar-
~ Bangalore UNKNOWN IN 560035 2016
Glossary
Contact Us Wipro Technelogies Wipro Limited, SIP 1, E Block, Doddakanneli, Sarjapur Road 74.205.59.143 unknown unknown 26-May-
Bangalore UNKNOWN IN 560035 2015
Reporta Bug
Wipro Technologies Wipro Limited, SIP 1, E Block, Doddakanneli, Sarjapur Road 74.205.59.143 unknown Apache 28-Mar-
Tutorials Bangalore UNKNOWN IN 560035 2015
Wipro Technelogies Wipro Limited, SIP 1, E Block, Doddakanneli, Sarjapur Road 74.205.59.143  Linux Apache 17-Dec-
Installing the Extension Bangalore UNKNOWN IN 560035 2014
Ljs‘”g"‘e Xk IBIS Inc. 2807 MIssion College Blvd Santa Clara CA US 95054 209.11.159.253 Windows Microsoft- 16-Dec-
Geting the Most Server 2008  IIS/7.5 2014
Reporting a Phish - i
IBIS Inc, 2807 Mission College Blvd Santa Clara CA US 95054 209.11.159.253 unknown Microsoft- 21-Mar-
1IS/7.5 2014
About Netcraft
IBIS Inc. 2807 MIssion College Blvd Santa Clara CA US 95054 209.11,159.253 Windows Microsoft- 20-Mar-
Neteraft Home Server 2008 115/7.5 2014
About Netcraft IBIS Inc. 2807 MIssion College Blvd Santa Clara CA US 95054 209.11.159.251 Windows Microsoft- 1-Mar-
Website Terms of Use Server 2008 1IS/7.5 2014
Phishing Site Feed Layer42.Net, Inc. 1555 Plymouth St Mountain View CA US 94043 67.218.96.251  Windows Microsoft- 28-Feb-
Securily Services Server 2008 115/7.5 2014
ContactUs Layer42.Net, Inc. 1555 Plymouth St Mountain View CA US 94043 67.218.96.251 Windows Microsoft- 15-Apr-

Server 2008 HTTPAPI/2.0 2013

000600

=l Security

Netcraft Risk 0/10

Rating [FAQ]

On Spamhaus  No On Exploits No

Block | jct Block | jst -
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Practical No: 6
IP tracking using tracking mail

We can track the victim ip address by sending him an email tracking script to his email for this purpose
you can use lot of services, one of them is readnotify.

Follow the below given steps to track an ip address of the victim.
Step 1: open readnotify.com and create an account in that website.
For free account you can send up to 25 ip tracking emails.

Step 2: after logging inside of the website just go towards bottom right corner. There you can find out
“member utilities” hover your mouse over that object you can observe a list will appear, select “email
quick send” option,

Step 3: on the email quicksend option compose email according to requirement and make sure you add
your target email id in the “To” text field along with you target email id append “.readnotify.com” extra
like this

target@gmail.com to target@gmail.com.readnotify.com

and eventually click on the send button.

”

Step 4: now again hover your mouse over member utilities and this time select “personal tracking page

There you can see the list of emails you send to all the victims till now, If he opens your email you can
see opened date and time. Click on the date and time to see what ip address the victim is using on that
time.

Practical No 7: Using Robtex.com website to get the target website network structure.

Step 1: Go to robtex.com
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™ Robtex x
5 =

L o X 1@7 Rebtex LTD [€¥] | https://www.robtex.com

Over 20,000 teams
use DigitalOcean

FIND OUT MORE

reverse similar scorecard shared graph
[ domain name, ip number, as number, route

summary forward

GH | 1k &

Welcome to the new robtex!
This is a beta release, and it does not yet have all information available at our old site, but it will come together with new data that is not available even there.
We aim to make the fastest and most comprehensive free DNS lookup tool on the Internet

'e guess that is not a secret anymore, and no we didn't know before either). Are you a normal IT guy doing data

Waiting for

Step 2: Enter your target domain name or IP address into the input box

& Robtex x
bdll 1|

= C' | B Robtex 47D [c¥]| https://www.robtex.com/?g=juggyboy.com

Over 20,000 teams
use DigitalOcean

FIND OUT MORE

iuggyboy.com|
summary forward reverse similar scorecard shared graph
o lewin e

showing 8 result(s)

[fuggyboy - com
?dns=juggyboy.com
host name juggyboy.com

Select the website from the results

Step 3: scroll down to see the network diagram.
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juggybay.com x

€« C | B Robtex 17D [c¥] | https://www.robtex.com/7dn
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Practical No 8: Using Who.is website to get domain owners information

Step 1: Go to who.is

_ WHOIS Search, Domain | X
£ X

[ who.is

Premium Domains ~ Transfer  Features

Q Your IP address is 49.204.16.70

Looking to get a website? M Web Hosling £ Website Builder il SSL Cerificates

Choose the option below that best describes your website project.

We'll recommend a package of products and services, and then you can fine tune everything.

Step 2: Enter your target domain name or IP address into the input box

Log In
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C Certifiedhacker.com Whe X

€« X | [3 who.is/whois/

er.com 7% I

Premium Domains ~ Transfer  Features Log In Sign Up &

WHOIS Search, Domain Name, Website, and IP Tools

gertifiedhacker.com n

@ Your IP address is 49.204 16

Looking to get a website? B Web Hosling £ Website Builder il SSL Cerificates

Choose the option below that best describes your website project.
We'll recommend a package of products and services, and then you can fine tune everything.

Step 3: Get the domain registration information (probably the owner information)

(I Certificdhackercom Whe %

- G | [} who.is/whois/c

r.com bkl 1|

Raw Registrar Daia
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